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What is mobility?

spectrum of mobility, from the network
perspective:

no mobility high mobility

mobile user, using
same access point

mobile user, passing 
through multiple 
access point while 
maintaining ongoing 
connections (like cell 
phone)

mobile user, 
connecting/ 
disconnecting 
from network 
using DHCP.  



Mobility: Vocabulary

home network: permanent 
“home” of mobile
(e.g., 128.119.40/24)

Permanent address:
address in home 
network, can always be 
used to reach mobile
e.g., 128.119.40.186

home agent: entity that will 
perform mobility functions on 
behalf of mobile, when mobile 
is remote

wide area 
network

correspondent



Mobility: more vocabulary

Care-of-address: address 
in visited network.
(e.g., 79,129.13.2) 

wide area 
network

visited network: network 
in which mobile currently 
resides (e.g., 79.129.13/24)

Permanent address: remains 
constant (e.g., 128.119.40.186)

foriegn agent: entity 
in visited network 
that performs 
mobility functions on 
behalf of mobile. 

correspondent: wants 
to communicate with 
mobile



How do you contact a mobile friend:

search all phone 
books?

call her parents?

expect her to let you 
know where he/she 
is?

I wonder where 
Alice moved to?

Consider friend frequently 
changing addresses, how do 
you find her?



Mobility: approaches

Let routing handle it: routers advertise permanent 
address of mobile-nodes-in-residence via usual routing 
table exchange.

routing tables indicate where each mobile located

no changes to end-systems

Let end-systems handle it: 

indirect routing: communication from correspondent to 
mobile goes through home agent, then forwarded to 
remote

direct routing: correspondent gets foreign address of 
mobile, sends directly to mobile



Mobility: approaches

Let routing handle it: routers advertise permanent 
address of mobile-nodes-in-residence via usual routing 
table exchange.

routing tables indicate where each mobile located

no changes to end-systems

let end-systems handle it: 

indirect routing: communication from correspondent to 
mobile goes through home agent, then forwarded to 
remote

direct routing: correspondent gets foreign address of 
mobile, sends directly to mobile

not 
scalable

to millions of
mobiles



Mobility: registration

End result:

Foreign agent knows about mobile

Home agent knows location of mobile

wide area 
network

home network
visited network

1

mobile contacts 
foreign agent on 
entering visited 
network

2

foreign agent contacts home 
agent home: “this mobile is 
resident in my network”



Mobility via Indirect Routing

wide area 
network

home
network

visited
network

3

2
4

1
correspondent 
addresses packets 
using home address 
of mobile

home agent intercepts 
packets, forwards to 
foreign agent

foreign agent 
receives packets, 
forwards to mobile

mobile replies 
directly to 
correspondent



Indirect Routing: comments

Mobile uses two addresses:

permanent address: used by correspondent (hence 
mobile location is transparent to correspondent)

care-of-address: used by home agent to forward 
datagrams to mobile

foreign agent functions may be done by mobile itself

triangle routing: correspondent-home-network-mobile

inefficient when 

correspondent, mobile 

are in same network



Forwarding datagrams to remote 
mobile

Permanent address: 
128.119.40.186

Care-of address: 
79.129.13.2

dest: 128.119.40.186

packet sent by 
correspondent

dest: 79.129.13.2 dest: 128.119.40.186

packet sent by home agent to foreign 
agent: a packet within a packet

dest: 128.119.40.186

foreign-agent-to-mobile packet



Indirect Routing: moving between 
networks

suppose mobile user moves to another network
registers with new foreign agent

new foreign agent registers with home agent

home agent update care-of-address for mobile

packets continue to be forwarded to mobile (but with 
new care-of-address)

Mobility, changing foreign networks transparent: 
on going connections can be maintained!



Mobility via Direct Routing

wide area 
network

home
network

visited
network

4

2

41correspondent 
requests, receives 
foreign address of 
mobile

correspondent forwards 
to foreign agent

foreign agent 
receives packets, 
forwards to mobile

mobile replies 
directly to 
correspondent

3



Mobility via Direct Routing: comments

overcome triangle routing problem

non-transparent to correspondent:
correspondent must get care-of-address 
from home agent

What happens if mobile changes networks?



Mobile IP

RFC 3220

has many features we’ve seen: 

home agents, foreign agents, foreign-agent 
registration, care-of-addresses, encapsulation 
(packet-within-a-packet)

three components to standard:

discovery of home and foreign agents

registration with home agent

indirect routing of datagrams via tunneling



Discovery via ICMP Router 
Discovery

Mobile node is responsible for ongoing discovery 
process

Must determine if it is attached to its home network or 
a foreign network

Transition from home network to foreign network 
can occur at any time without notification to the 
network layer

Mobile node listens for agent advertisement 
messages

Compares network portion of the router's IP address 
with the network portion of home address



Mobile IP: agent discovery

agent advertisement: foreign/home agents 
advertise service by broadcasting ICMP Route 
Advertisement (typefield = 9)

 

RBHFMGV 
bits reserved 

type = 16

type = 9 code = 0 checksum 

router address 
standard 

ICMP fields

mobility agent 
advertisement  

extension 

length sequence # 

registration lifetime

0 or more care-of-
addresses 

0 8 16 24

R bit: registration 
required

H,F bits: home 
and/or foreign agent



Agent Advertisement Fields (1)

Sequence number: count of AA messages sent 
since agent was initialized

Registration lifetime: the longest lifetime that this 
agent is willing to accept in any registration 
request

R: Must register with this foreign agent even if 
co-located CoA is used

B: Busy; this FA will not accept any more 
registrations

H: this agent offers home agent services

F: this agent offers foreign agent services



Agent Advertisement Fields (2)

M: this agent can receive tunneled IP 
datagrams that use minimal encapsulation

G: this agent can receive tunneled IP 
datagrams that use GRE encapsulation

V: this agent support Van Jacobson header 
compression (RFC 1144) for compressing TCP 
and IP headers

Care-of-addresses (CoA): at least one (and 
normally one) should be present if F bit is set



Agent Solicitation

Foreign agents are expected to issue 
agent advertisement messages periodically

If a mobile node needs agent information 
immediately, it can issue ICMP Router 
Solicitation message

Any agent receiving this message will then 
issue an agent advertisement



Move Detection

Mobile node may move from one network to 
another due to some handoff mechanism without 
IP level being aware

Agent discovery process is intended to enable the 
agent to detect such a move

Algorithms to detect move:
Use of lifetime (of ICMP Router Advertisement; not 
shown in the figure) field – mobile node uses lifetime 
field as a timer for agent advertisements
Use of network prefix – mobile node checks if any  
newly received agent advertisement messages are on 
the same network as the node's current care-of 
address



Foreign Agent Care-of-Address

A foreign agent care-of address is 
acquired by a mobile from the broadcast 
agent advertisement received from an FA 

In this mode, the FA is the end of the tunnel 
and does decapsulation

many mobiles share one care-of address; 
hence this could be the preferred mode



Collocated Care-of Address;
a public IP address

If mobile node moves to a network that has no 
foreign agents, or all foreign agents are busy, it 
can act as its own foreign agent

Mobile agent uses collocated care-of address
IP address obtained by mobile node associated with 
mobile node's current network interface

Means to acquire collocated address:
Temporary IP address through an Internet service,  
such as DHCP

May be owned by the mobile node as a long-term 
address for use while visiting a given foreign network



Registration Process

Mobile node sends registration request to 
foreign agent requesting forwarding service 

Foreign agent relays request to home agent

Home agent accepts or denies request and 
sends registration reply to foreign agent

Foreign agent relays reply to mobile node

If Collocated CoA is used, mobile node sends 
the request to HA directly



Registration Operation Messages

Registration request message
Fields = type, S, B, D, M, V, G, lifetime, home 
address, home agent, care-of-address, 
identification (time stamp or nonce), 
extensions

Registration reply message
Fields = type, code, lifetime, home address, 
home agent, identification, extensions

Dynamic HA discovery is possible by receiving 
registration reply with error code

Both are UDP/IP packets



Registration Request Fields

S: simultaneous binding is requested

If S bit is set in registration, then priori binding 
still maintained in home agent and multiple 
copies are tunneled for each received IP 
datagram

D: collocated CoA is used

B: request to forward broadcast datagrams

M, G, V are the same as in agent 
advertisement 



Registration - details

When HA accepts the request it associates 
the home address of the mobile node with 
the care-of address

Association maintained until registration 
lifetime expires

Triplet that contains the home address, care-
of address and registration lifetimes is called 
a binding
A registration request can be considered a 
binding update sent by the mobile node



Mobile IP: registration example

 

visited network: 79.129.13/24 
home agent 

HA: 128.119.40.7 
foreign agent 

COA: 79.129.13.2 
 COA: 79.129.13.2 

…. 

ICMP agent adv. Mobile agent 
MA: 128.119.40.186 

registration req. 
COA: 79.129.13.2 
HA: 128.119.40.7 
MA: 128.119.40.186 
Lifetime: 9999 
identification:714 
…. 

registration req. 
COA: 79.129.13.2 
HA: 128.119.40.7 
MA: 128.119.40.186 
Lifetime: 9999 
identification: 714 
encapsulation format
…. 

registration reply 

HA: 128.119.40.7 
MA: 128.119.40.186 
Lifetime: 4999 
Identification: 714 
encapsulation format 
….

registration reply 

HA: 128.119.40.7 
MA: 128.119.40.186 
Lifetime: 4999 
Identification: 714 
…. 

time 



Registration Procedure Security

Mobile IP designed to resist attacks

Node pretending to be a foreign agent sends 
registration request to a home agent to divert 
mobile node traffic to itself

Agent replays old registration messages to cut 
mobile node from network

For message authentication, registration 
request and reply contain authentication 
extension

Fields = type, length, security parameter index 
(SPI), authenticator



Types of Authentication Extensions

Mobile-home 
provides for authentication of registration 
messages between mobile node and home 
agent; must be present

Mobile-foreign 
may be present when a security association 
exists between mobile node and foreign agent

Foreign-home 
may be present when a security association 
exists between foreign agent and home agent



Security Considerations

Each mobile node must share a security 
association and be able to use Message 
Digest 5 (MD5 - RFC 1321) with 128-bit 
keys to create unforgeable digitally 
signatures for registration request.
Each registration message contains a 
special identification field which changes 
with every new registration. There are two 
ways to make the identification field unique:

Timestamp
Pseudorandom number (nonce)



Tunneling

Home agent intercepts IP datagrams sent 
to mobile node's home address

Home agent informs other nodes on home 
network that datagrams to mobile node should 
be delivered to home agent
Gratuitous ARP broadcast for this purpose –
mobile nodes IP address HA’s L2 address

Datagrams forwarded to care-of address 
via tunneling

Datagram encapsulated in outer IP datagram



Tunneling to the care-of-
address

Types of 
encapsulation:

Default IP in IP

Minimal 
encapsulation

Generic routing 
encapsulation 
(GRE)



Tunneling Types

IP in IP
An outer IP header is inserted before 
the datagram is existing IP header

Protocol number is set to 4 (protocol 
number for IP)

Source address is the IP address of 
the encapsulator; tunnel entry point

Destination address is the IP 
address of the decapsulator (FA or 
mobile).  This is the tunnel exit point.

Minimal encapsulation

Protocol field is 55.

Some of the 
information of the 
tunnel header is 
combined with the 
information in the 
inner minimal 
encapsulation header 
to reconstitute the 
original IP header.

12 or 8 octet new 
header (depending 
on the presence of 
original source 
address)



Further Considerations

Mobile IPv6

Smooth handoff

Hierarchical handoff



Mobile IPv6

IPv6 compared to IPv4
Address: 128 bits instead of IPv4’s 32 bits

IP header: 40 bytes instead of IPv4’s 20 bytes  

Anycast (one host to the nearest of multiple 
hosts) along with unicast and multicast 
addresses

Better QoS (priority & flow label within header), 
security, etc.



MIPv6 vs. MIPv4 (1)
There is no need to deploy special routers as "foreign 
agents", as in Mobile IPv4.  Mobile IPv6 operates in any 
location without any special support required from the local 
router.

Support for route optimization is a fundamental part of the 
protocol, rather than a nonstandard set of extensions.

Mobile IPv6 route optimization can operate securely even 
without pre-arranged security associations.  It is expected 
that route optimization can be deployed on a global scale 
between all mobile nodes and correspondent nodes.

Support is also integrated into Mobile IPv6 for allowing route 
optimization to coexist efficiently with routers that 
perform "ingress filtering".



MIPv6 vs. MIPv4 (2)
The IPv6 Neighbor Unreachability Detection assures 
symmetric reachability between the mobile node and its 
default router in the current location.
Most packets sent to a mobile node while away from home in 
Mobile IPv6 are sent using an IPv6 routing header rather than 
IP encapsulation, reducing the amount of resulting overhead 
compared to Mobile IPv4.
Mobile IPv6 is decoupled from any particular link layer, as it 
uses IPv6 Neighbor Discovery instead of ARP.  This also 
improves the robustness of the protocol.
The use of IPv6 encapsulation (and the routing header) 
removes the need in Mobile IPv6 to manage "tunnel soft 
state".
The dynamic home agent address discovery mechanism in 
Mobile IPv6 returns a single reply to the mobile node. The 
directed broadcast approach used in IPv4 returns separate 
replies from each home agent.



MIPv6 Features

The mobile node can acquire its care-of address through 
conventional IPv6 mechanisms, such as stateless or stateful
auto-configuration.

The mobile node may also accept packets from several 
care-of addresses, such as when it is moving but still 
reachable at the previous link.

Mobile nodes can provide information about their current 
location to correspondent nodes.  This happens through the 
correspondent registration.

A mechanism, known as "dynamic home agent address 
discovery" using anycast allows a mobile node to 
dynamically discover the IP address of a home agent on its 
home link, even when the mobile node is away from home.
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