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KPIs for Future Transport Layer Protocols

Guaranteed E2E Latency

(application’s point of view)

“. KPlIs in trade-off relation

Modified Fairness
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E2E Latency is Everything

E2E Latency = First-byte-Delay + DataVolume/Throughput

E2E Latency
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Mark Glimour, “5G - Latency: New use cases and the need
for network slicing,” InformaTech reports, Feb. 2017.
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Ultimate Service: Low-latency Telepresence

0 Low-latency telepresence is the idea of providing people the experience
as if they are present at a place other than their physical location
by making remote interactions indistinguishable from local interactions.

Object data
2
within human reaction latency

Environment data
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Latency Decomposition
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Latency Reality in Cellular Networks

Tackling bufferbloat in 3G/4G networks, ACM IMC 2012
AT&T HSPA+
Sprint EVDO

T-Mobile HSPA+
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Mobile Devices
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Understanding the Problem and the Trick

Congestion Control Window Size (Bytes)
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R
Core Challenges tor Guaranteed E2E Latency

E2E latency: time taken to relocate an information object over a network
(mostly Propagation delay + Queueing delay + Transmission delay + Retransmission delay)
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Challenge 1+3: Low—Latency CC (+ Fast Convergence)

RTT in a cellular network with fluctuating bandwidth
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Low-Latency Transport Protocols

TCP CUBIC
(SIGOPS'08)

Cellular-oriented

DRWA
(IMC12)

REMY-CC
(SIGCOMM™13)

Sprout
(NSDI'13)

Learnability
(SIGCOMM 14)

VERUS
(SIGCOMM™15)

BBR
(QUEUE16)

PropRate
(CoNEXT17)

COPA
(NSDI'18)

ExLL
(CoNEXT 18)

AURORA
(ICML19)
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VERUS
builds delay profiles from its window controls
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BBR Bottleneck Bandwidth and Round-trip propagation time) Google

0 BBR cycles 4 operations (BBR s in the Linux kernel from 4.9)

= STARTUP - exponential BW search
= DRAIN - drain the queue created during startup
= PROBE_BW - explore max BW, drain queue, cruise
= PROBE_RTT - guarantee fairness among multiple BBR flows
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Minimize packets in flight for max(0.2s, 1 round trip)
| afteractively sending for 10s. Key for fairness among
= ﬁ\rmultiple BBR flows.
Amount Inflight Amount Inflight
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Latency Limit without Throughput Loss
Tested over a stable LTE channel with 45ms minRTT
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Eliminating Probing Inefficiency

0 Letting the cellular receiver infer the available throughput
as well as minimum achievable RTT for tracking BDP

= Packet reception pattern in the receiver has abundant information
* Consecutive packet interval = available PHY rate (at the chosen MCS)
* Per-radio frame reception - available PHY rate + user scheduling situation
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Window Control Implementation

0o ExLL: window control with MTE and mRE

= Converges to the solution of a NUM (network utilization maximization): max »  a;loga;

mREl

Wipr1 = (1 —y)-w;+y R
l

+ (1 d )
Wit E\" T MTE,

Probes minRTT  Probes max throughput, goes to 0 when MTE is achieved

Start Start
Slow Start Badiiag Observation
cwnd; <« min(cwnd;, rwnd;) PR mRE; and MTE; calc.
A I g (CWTldi ) o cwnd;
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ExLL receiver makes any CUBIC sender to be a low-latency sender.
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Testbed with Reproducible Environment

5 Ethernet
TCP Server\‘

P-Gateway

Shield box (TESCOM, TC-5970C)
Application servers and LTE Phones

EPC .............................. ENOdEB ........................... UES

Opensource EPC Commercial eNodeB Signal attenuator

(NextEPC) (Juni JL620) (J Plus, HO Jig)
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ExLL Provides Near-ldeal Performance

Tput (Mbps)

CUBIC ~5.63

Tested over a stable LTE channel with 45ms minRTT
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ExLL Provides Near-lIdeal Performance

Tput (Mbps)

Tested over a mobile LTE channel with 42ms minRTT
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Low-Latency Transport with ML

O People stated to test RL (e.g., Aurora [ICML'19]) for congestion control

Ry ZE[Zt’Yt‘Tt}

Tt = 10 * throughput — 1000 * latency — 2000 * loss

21 % Gimulated network with 30ms minRTT
i ——— - L L LI L
—~ 22 ] - A
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" *0 4 ¢ RemyCC
I ‘ Y% Optimal
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Training for all possible cases is impossible. (Exploration inefficiency exists.)

Fairness between flows has not been addressed.
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Low-Latency Transport with ML

O Throughput prediction for near-zero queueing
(under mobility/handoff/user-contention)

PERCEIVE [MobiSys'20] 2-stage LSTM on Pixel 3 for cellular uplinks gives
6.25% tput error @ 224ms
8.73% tput error @ 22.3ms (with 10x model compression)

Mobile Device

= |Bandwidth predictor ) WebRTC
< *| Sender-side ( '
% é Degree TPUT adaptation l Cellular BS
38 | ! ()
6 i +| Video encoder (( ))
= g Dynamics Bandwidth i l
< Inference Inference |
2 ., (| 2|0 » Packet pacer
: Cellular
Scheduling info | L_| puffer status | MAC & uplink
(RB, TBS) | PHY TX
with Mobilelnsight Cellular interface
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Challenge 2: Volume Reduction

0 RE is a network (middlebox) technique that can remove duplicate data
from within arbitrary network flows for traffic volume reduction.

End-host RE ~ Transmission with Dedup

File —; I:I I:I eooeo I:I
T | Chunking :
Chunk @9@) @ cee @
=N 77 2N Hashin o
Fingerprint @@7})7/) @@77/ e @@7)7/) v 9 s Stored chunks
and fingerprints

Fingerprints of chunks in a file

A list of matched fingerprints L
Unique chunks - \ . /

B. Aggarwal, A. Akella, A. Anand, A. Balachandran, P. Chitnis, C. Muthukrishnan, R. Ramjee and G. Varghese,
"EndRE: An End-System Redundancy Elimination Service for Enterprises,” NSDI 2010.
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SyncCoding: RE with Pre-Synced Data

Selected References to encode a Target

A

[

R2

|

Target

SyncCoding
VS.

Dedup(n)

(using n-byte chunk)

Compression efficiency =

compressed amount

original size

Encode longest-matches

Compression efficiency (%)

Compression efficiency (%)

-
o
o

o]
o

(o2}
o
T

H
o

N
o

)]
o

S
o

w
o
T

N
o

-
o

79.2% 80.8%

Dedup(8): ~1/2
SyncCoding: ~ 1/6

Dynamic window (Length, Distance)
lalalblcidialblc[blalb[d] (1,d)

lalalbfc|d]alblc|blalb[d]| (3,4) ¢
[alalblcldlalblc[blalbld] (12) |

lalalblc|d]alb[c[blalbld]| (24)>(2)

-
o
o

77.4%

2]
o

2]
o
T

Dedup(8): ~1/2
SyncCoding: ~ 1/25

H
o

N
o
T

Compression efficiency (%)

0,20, IS ‘ . . . . ‘ o
Dedup(128) Dedup(8) 9;2:2&” Bfgm{e) SyncCoding Dedup(128) Dedup(8) ?;g:gg) ?fgms) SyncCoding

Web Source Codes

RFC Documents

Dedup(8): ~0.9
SyncCoding: ~ 0.6

0.3%

Neptune  Dedup(8) ,,DS;’:Z{S) ?Legll\j/le\(a)

Introduction to lpﬁe]:(l nication Networks, M2608.001200, 2021 FALL
SPE% NATIONAL UNIVERSITY

SyncCoding

w

3.1%

N

-

Dedup(8): ~0.99
- SyncCoding: ~ 0.97

Neptune  Dedup(8) ?;2:21(2) ?fgms)

o : ! {
o v A v N O W »

Compression efficiency (%)

SyncCoding

JPEG Images NXC

LAB



Ultimate RE inside Transport Layer

TW H(X)

Transmitting H(XIY)
Design Y that extremely reduces H(X|Y)!
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Challenge 3: Retransmission Delay

0 HINT: QUIC (Quick UDP Internet Connections)

= UDP based transport protocol with functions of TCP and TLS.
» Standardized as HTTP/3 (from 2018.11)

0 QUIC advantages
= Connection establishment latency
= Forward error correction
= |Improved congestion control
= Multiplexing without head-of-line blocking
= Connection migration
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QUIC Protocol: FEC

0 Forward Error Correction
= To recover from lost packets without waiting for a retransmission
= QUIC uses a simple XOR FEC (with session multiplexing)

Sender Receiver

Pata paciets Az K]

FEC decoding
(error correction)

FEC encoding
Noisy
Channel |

FEC| = XOR ([N =N N )

= A more efficient FEC can be employed for the same purpose.
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