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Socket programming 

Goal: learn how to build client/server applications that 
communicate using sockets

Socket: door between application process and end-to-end-
transport protocol 
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Socket programming 

Two socket types for two transport services:
§ UDP: unreliable datagram
§ TCP: reliable, byte stream-oriented 

Application Example:
1. client reads a line of characters (data) from its keyboard and 

sends data to server
2. server receives the data and converts characters to uppercase
3. server sends modified data to client
4. client receives modified data and displays line on its screen
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Socket programming 

UDP: no “connection” between client & server
□ no handshaking before sending data
□ sender explicitly attaches IP destination address and port # to each 

packet
□ receiver extracts sender IP address and port# from received packet

UDP: transmitted data may be lost or received out-of-
order

Application viewpoint:
□ UDP provides unreliable transfer of groups of bytes (“datagrams”)  

between client and server
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Client/server socket interaction: UDP

close
clientSocket

read datagram from
clientSocket

create socket:
clientSocket =
socket(AF_INET,SOCK_DGRAM)

Create datagram with server IP and
port=x; send datagram via
clientSocket

create socket, port= x:
serverSocket =
socket(AF_INET,SOCK_DGRAM)

read datagram from
serverSocket

write reply to
serverSocket
specifying 
client address,
port number

server (running on server IP) client
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Socket programming with TCP

Client must contact server
□ server process must first be 

running
□ server must have created 

socket (door) that welcomes 
client’s contact

Client contacts server by:
□ Creating TCP socket, 

specifying IP address, port 
number of server process

□ when client creates socket:
client TCP establishes 
connection to server TCP

□ When contacted by client, 
server TCP creates new socket
for server process to 
communicate with that 
particular client
§ allows server to talk with 

multiple clients
§ source port numbers used 

to distinguish clients

TCP provides reliable, in-order
byte-stream transfer (“pipe”) 
between client and server

Application viewpoint:
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Client/server socket interaction: TCP

wait for incoming
connection request
connectionSocket =
serverSocket.accept()

create socket,
port=x, for incoming 
request:
serverSocket = socket()

create socket,
connect to hostid, port=x
clientSocket = socket()

send request using
clientSocketread request from

connectionSocket

write reply to
connectionSocket

TCP connection setup

close
connectionSocket

read reply from
clientSocket

close
clientSocket

server (running on host ID) client
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Socket: Application-TCP Interaction

□ Linux transport-layer implementation
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Latency from Socket

□ Transport-layer implementation with socket buffer
§ Imperfect synchronization between F(t) and R(t) in action

Application

TCP

Network Device (Driver)

TCP_socket()

sk_buffer

Congestion Control
Algorithm

F(t)

R(t)
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Latency from Socket

□ Process scheduling latency
§ Determined by Linux Kernel’s CFS scheduler
§ Order of some milliseconds
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Latency from Socket
□ D1: App to TCP 
□ D2: TCP to TCP 
□ D3: TCP to App

대한 양방향 측정 만을 다루었던 것으로, LTE 네트워크 

기준으로 우리의 테스트베드에서는 약 50ms 의 최소 

RTT 가 관찰되었다. 이는 곧 D2 의 최소값에 대한 

추정치는 약 25ms 임을 의미한다.  

 
[그림 1] 어플리케이션 간 지연시간 측정을 위한 

테스트베드 구조 

 

 본 연구팀은 인텔 i5 CPU 를 장착한 리눅스 서버 

(kernel 3.14) 와 넥서스 5 단말 (kernel 3.4, Android 

4.4.2) 을 LGT 의 LTE 네트워크에 연동하여 60 초동안 

전송하는 실험을 통해 그림 2 와 같은 결과를 (a) TCP 

CUBIC [5]과 (b) TCP CUBIC with DRWA 
2
[2] 에 대해 

얻었다. 그림 2 는 D1, D2, D3 를 구하기 위해, 구간별로 

기록한 Byte 단위의 timestamp 를 그래프화한 것으로, 

좌측부터 순서대로, 1) TCP 소켓에 어플리케이션의 

데이터를 전달하는 write() 함수에서의 timestamp, 2) 

소켓으로부터 전달받은 데이터를 kernel 레벨에서 

네트워크로 패킷화 하여 내보내는 tcp_sendmsg() 

에서의 timestamp, 3) 네트워크로부터 패킷을 kernel 

레벨에서 수신하는 tcp_recvmsg() 에서의 timestamp, 4) 

소켓을 통해 전달받은 데이터를 어플리케이션에서 

읽어들이는 read() 함수에서의 timestamp 를 보인다. 
 

 

 
 

[그림 2] (a) TCP CUBIC 및 (b) TCP CUBIC with 

DRWA 에서의 어플리케이션 간 지연시간의 구간별 분석 

(60 초간의 전송시간 중 일부 구간을 확대함.) 

 

그림 2 의 결과를 분석하여 D1,D2,D3 구간의 평균 지연 

시간을 5% 및 95% 신뢰구간과 함께 정리하면 그림 3 의 

(a), (b) 와 같다. 그림 3에서 보여지는 것과 같이 DRWA 

는 어플리케이션 레벨에서의 총 지연시간을 약 505ms 

에서 253ms 로 절반 가량 줄이는 효과를 보이며, 이는 

                                                             
2 DRWA 는 ! = 3을 사용했으며, TCP CUBIC과 동등한 전송률이 지속적으로 관찰됨. 

전송계층간 지연시간을 약 260ms 에서 90ms 로 65% 

가량 축소시키는 효과를 포함한다. 그러나, 그림 3 에서 

주목해야 할 것은, DRWA 를 사용한 송수신단의 TCP 

소켓 지연시간인 D1 및 D3 가 각각 122ms, 45ms 에 

이르며, 이들의 합은 전송계층 지연시간의 약 2 배에 

이른다는 사실이다. 본 관찰은 TCP 의 송신 및 

수신단의 소켓 버퍼를 관리하는 Auto-tuning [6] 및 

DRS [7] 기법에 대한 재연구가 저지연 네트워킹의 

실현에 필수적임을 시사한다. 

 

[그림 3] (a) TCP CUBIC 및 (b) TCP CUBIC with 

DRWA 에서의 D1, D2, D3 및 총 지연시간(D) 

Ⅲ. 결론  

본 연구에서 우리는 저지연 전송계층 프로토콜을 

사용하였을 때 발생할 수 있는 TCP 소켓에서의 

지연시간 증폭 현상을 실험적으로 밝히고, 어플리케이션 

간 지연시간의 감축을 위해서는 반드시 TCP 소켓에서의 

지연시간 문제를 해결해야 함을 보였다. 제시된 문제는 

본 연구팀이 현재 진행중인 TCP 소켓의 슬림화에 대한 

연구를 통해 해결될 수 있을 것으로 기대된다.  

ACKNOWLEDGMENT  

이 논문은 2015 년도 정부(미래창조과학부)의 재원으로 

정보통신기술진흥센터의 지원을 받아 수행된 연구임 (No. 

B0126-15-1064, Research on Near-Zero Latency 

Network for 5G Immersive Service) 

참 고 문 헌  

[1] Gerhard P. Fettweis, “5G – What will it Be: The Tactile Internet,” 

IEEE ICC 2013 (Keynote). 

[2] H. Jiang, Y. Wang, K. Lee, and I. Rhee, “Tackling Bufferbloat in 

3G/4G Networks,” ACM SIGCOMM IMC, 2012. 

[3] J. Gettys and K. Nichols, “Bufferbloat: Dark Buffers in the 

Internet,” ACM Queue, 9(11), November,, 2011. 

[4] NTP FAQ, http://www.ntp.org/ntpfaq/NTP-s-algo.htm#Q-

ACCURATE-CLOCK 

[5] S. Ha, I. Rhee, and L. Xu, “CUBIC: a New TCP-friendly High-

speed TCP Variant,” ACM SIGOPS Operating Systems Review, vol. 

42, pp. 64–74, July 2008.  

[6] J. Semke, J. Mahdavi and M. Mathis. “Automatic TCP Buffer 

Tuning,” ACM SIGCOMM 2008 

[7] W.-c. Feng, M. Fisk, M. K. Gardner, and E. Weigle, “Dynamic 

Right-Sizing: An Automated, Lightweight, and Scalable Technique 

for Enhancing Grid Performance,” in IFIP/IEEE International 

Workshop on Protocols for High Speed Networks, 2002.  

D1 D2 D3 D
0

100

200

300

400

500

600

700

A
vg

 D
el

ay
(m

s)

D1 D2 D3 D
0

100

200

300

400

500

600

700

A
vg

 D
el

ay
(m

s)

Socket write
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실현에 필수적임을 시사한다. 

 

[그림 3] (a) TCP CUBIC 및 (b) TCP CUBIC with 

DRWA 에서의 D1, D2, D3 및 총 지연시간(D) 

Ⅲ. 결론  

본 연구에서 우리는 저지연 전송계층 프로토콜을 

사용하였을 때 발생할 수 있는 TCP 소켓에서의 

지연시간 증폭 현상을 실험적으로 밝히고, 어플리케이션 

간 지연시간의 감축을 위해서는 반드시 TCP 소켓에서의 

지연시간 문제를 해결해야 함을 보였다. 제시된 문제는 

본 연구팀이 현재 진행중인 TCP 소켓의 슬림화에 대한 

연구를 통해 해결될 수 있을 것으로 기대된다.  
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Objectives

§ understand 
principles behind 
transport layer 
services:
• multiplexing and  

demultiplexing
• reliable data 

transfer
• flow control
• congestion control

§ learn about Internet 
transport layer 
protocols:
• UDP: connectionless 

transport
• TCP: connection-

oriented reliable 
transport

• TCP congestion control
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Transport services and protocols

§ provide logical communication
between app processes 
running on different hosts

§ transport protocols run in end 
systems 
• send side: breaks app 

messages into segments, 
passes to  network layer

• rcv side: reassembles 
segments into messages, 
passes to app layer

§ more than one transport 
protocol available to apps
• Internet: TCP and UDP

application
transport
network
data link
physical

logical end-end transport

application
transport
network
data link
physical
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Transport vs. Network layer

§ network layer: logical 
communication 
between hosts

§ transport layer: logical 
communication 
between processes
• relies on, enhances, 

network layer services

household analogy:
12 kids in Ann’s house sending 

letters to 12 kids in Bill’s 
house:

□ hosts = houses
□ processes = kids
□ app messages = letters in 

envelopes
□ transport protocol = Ann and 

Bill who demux to in-house 
siblings

□ network-layer protocol = 
postal service
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Internet transport-layer protocols

□ reliable, in-order delivery 
(TCP)
§ congestion control 
§ flow control
§ connection setup

□ unreliable, unordered 
delivery: UDP
§ no-frills extension of “best-

effort” IP

□ services not available: 
§ delay guarantees
§ bandwidth guarantees

application
transport
network
data link
physical

application
transport
network
data link
physical

network
data link
physical

network
data link
physical

network
data link
physical

network
data link
physical

network
data link
physical

network
data link
physical

network
data link
physical

logical end-end transport
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Multiplexing/Demultiplexing

process

socket

use header info to deliver
received segments to correct 
socket

demultiplexing at receiver:
handle data from multiple
sockets, add transport header 
(later used for demultiplexing)

multiplexing at sender:

transport

application

physical

link

network

P2P1

transport

application

physical

link

network

P4

transport

application

physical

link

network

P3
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How demultiplexing works

§ host receives IP datagrams
• each datagram has source IP 

address, destination IP 
address

• each datagram carries one 
transport-layer segment

• each segment has source, 
destination port number 

§ host uses IP addresses & 
port numbers to direct 
segment to appropriate 
socket

source port # dest port #

32 bits

application data 
(payload)

other header fields

TCP/UDP segment format
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Connectionless demultiplexing

§ recall: created socket has host-local 
port #:
DatagramSocket mySocket1        
= new DatagramSocket(12534);

§ when host receives UDP 
segment:
• checks destination port # in 

segment
• directs UDP segment to socket 

with that port #

§ recall: when creating             
datagram to send into UDP  
socket, must specify
• destination IP address
• destination port #

IP datagrams with same dest.  
port #, but different source IP  
addresses and/or source port            
numbers will be directed  to     
same socket at dest.
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Connectionless demux: Example
DatagramSocket serverSocket

= new DatagramSocket(6428);

transport

application

physical

link

network

P3
transport

application

physical

link

network

P1

transport

application

physical

link

network

P4

DatagramSocket mySocket1 
= new DatagramSocket (5775);

DatagramSocket mySocket2
= new DatagramSocket(9157);

source port: 9157
dest port: 6428

source port: 6428
dest port: 9157

source port: ?
dest port: ?

source port: ?
dest port: ?
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Connection-oriented demux

§ TCP socket identified by     
4-tuple: 
• source IP address
• source port number
• dest IP address
• dest port number

§ demux: receiver uses all 
four values to direct 
segment to appropriate 
socket

§ Server host may support 
many simultaneous TCP 
sockets:
• each socket identified by its 

own 4-tuple

§ Web servers have 
different sockets for each 
connecting client
• non-persistent HTTP will 

have different socket for 
each request
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Connection-oriented demux: example

transport

application

physical

link

network

P1
transport

application

physical

link

P4

transport

application

physical

link

network

P2

source IP,port: A,9157
dest IP, port: B,80

source IP,port: B,80
dest IP,port: A,9157

host: 
IP address A

host: 
IP address C

network

P6P5
P3

source IP,port: C,5775
dest IP,port: B,80

source IP,port: C,9157
dest IP,port: B,80

three segments, all destined to IP address: B,
dest port: 80 are demultiplexed to different sockets

server: 
IP address B
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Connection-oriented demux: example

transport

application

physical

link

network

P1
transport

application

physical

link

transport

application

physical

link

network

P2

source IP,port: A,9157
dest IP, port: B,80

source IP,port: B,80
dest IP,port: A,9157

network

P3

source IP,port: C,5775
dest IP,port: B,80

source IP,port: C,9157
dest IP,port: B,80

P4

threaded server

host: 
IP address A

host: 
IP address C

server: 
IP address B
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UDP: User Datagram Protocol [RFC 768]

□ “no frills,” “bare bones” Internet 
transport protocol

□ “best effort” service, UDP 
segments may be:
§ lost
§ delivered out-of-order to app

□ Connectionless:
§ no handshaking between 

UDP sender, receiver
§ each UDP segment handled 

independently of others

§ UDP use:
§ streaming multimedia apps      

(loss tolerant, rate sensitive)
§ DNS
§ SNMP

§ reliable transfer over UDP: 
§ add reliability at application     

layer
§ application-specific error          

recovery!
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UDP: segment header

source port # dest port #

32 bits

application
data 
(payload)

UDP segment format

length checksum

length, in bytes of UDP          
segment, including 
header

§ no connection establishment 
(which can add delay)

§ simple: no connection state at 
sender, receiver

§ small header size
§ no congestion control: UDP can 

blast away as fast as desired

why is there a UDP?
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UDP checksum

Sender:
□ treat segment contents, 

including header fields,  as 
sequence of 16-bit integers

□ checksum: addition (one’s 
complement sum) of 
segment contents

□ sender puts checksum 
value into UDP checksum 
field

Receiver:
□ compute checksum of received 

segment
□ check if computed checksum 

equals checksum field value:
§ NO - error detected
§ YES - no error detected. 

But maybe errors 
nonetheless? More later ….

Goal:
detect “errors” (e.g., flipped bits) in transmitted segment
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Internet checksum: example

example: add two 16-bit integers

1 1  1  1  0  0  1  1  0  0  1  1  0  0  1  1  0
1 1  1  0  1  0  1  0  1  0  1  0  1  0  1  0  1

1  1  0  1  1  1  0  1  1  1  0  1  1  1  0  1  1

1 1  0  1  1  1  0  1  1  1  0  1  1  1  1  0  0
1 0  1  0  0  0  1  0  0  0  1  0  0  0  0  1  1

wraparound

sum
checksum
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Reading Assignment #3 – Chapter 
Quiz #2: November 2nd (4~5 questions) 


